OCHOBbI BE3OITACHOCTU B CETU UHTEPHET

Beenenue
B Hacrosmee Bpemsi IHTEpHET SIBISETCA HEOTHEMIIEMOW 4YaCThbIO >KU3HU

OONBIIMHCTBA JOJed. W eTH He cTanu MCKIIOYEHHEM, B CBSI3U C YEM OCTpPO
CTOMT IpobsieMa X 0€30MaCHOCTH B III00AIBHOM CETH, a TaK:Ke HEOOXOIUMOCTh
dbopMUpOBaHUS y HHUX MPEACTaBICHUM O BHUPTYaJbHOM M pPEaJTbHOM MHUDE.
OpgHoil M3 3a7a4  OpPraHoB BHYTPEHHUX JIeNl  SBISETCA  pa3padoTka
WHHOBALIMOHHBIX TOJXOJ0B, TO3BOJSIONIMX HE TOJbKO HAy4YUTh pPEOCHKA
0e30macHOMY TOBEJICHUIO, HO M 3aMHTEPECOBaTh €ro B JalbHEUIIEM JEIUTHCS
MOJIYYEHHBIMH 3HAHUSIMU CO CBEPCTHUKAMU U UCIIOIH30BATh UX B KU3HMU.

CpenHuii BO3pacT JJisi MEPBOrO MOTPYKEHUS B HEU3BEHAAHHBIE MTYyYUHBI
uHTEepHEeTa—TO 5-6 ner. B Hactosiee Bpems 0onee 70% nereid ot 7 no 12 ner
NOJIb3YIOTCA VHTEpHETOM CaMOCTOSITENBHO, YTO cocTaBiseT npumepHo 20%
WHTEPHET-ayIUTOPUU CTPAHBI.

Bce 3to mpoucxoauT Ha (OHE MUHUMAJIbHBIX TTO3HAHUN Y TIOJIPACTAIOIIETO
MOKOJICHUS 1o WHMBULY ATBHOMY 00ecrevYeHHIo COOCTBEHHOM
uHpopManMoHHON Oe3omacHocTu. Kak cneactBue, B TedeHHUE MOCIEAHUX JIET
YHUCJIO TPOTUBOMPABHBIX JCSHUN, COBEPIICHHBIX MPOTHUB HHPOPMAIIMOHHOU
0€30MacHOCTH, €KETOHO YBEITUINBACTCH.

Kazanocb ©Obl, 4YTO 3TO CIOXHBIE IO MEXAaHU3MY COBEpLICHUS
npecTymieHus, ogHako, 90% coBepiiaroTcs JTIOAbMH, HE UMEIOIMMHU HUKAKOTO
CHEeUaIN3UpPOBAHHOIO 00pa3oBaHus B JaHHOM cdepe. W eciu roBoputh o
MOJIOZIC)KHOU ayIMTOPUH, TO MOJOBUHA COBEPIIAIOTCA JUIlaMu OT 14 1o 24 ner.

Bcetn MHTEpHET NEHCTBYIOT T€ JKE€3aKOHBI, T€ K€ HPaBBI, TC K€ OObIYaH,
YTO U B pEAJIbHOU JKU3HMU.

Tekyuuil ypoBeHb NPECTYNHOCTH B cepe BHLICOKMX TEXHOJIOTHH

B 2019 rony B Pecnybmuke benapycbnponomkuna HaOM0IAThCS
TCHJICHIIUS  yBEJIUYCHHMS  YKCJIa  3apPETUCTPUPOBAHHBIX  MPECTYIUICHUH,
OTHOCSIIIUXCS K chepe BBICOKUX TeXHOJOorul. B HacTosimeeBpemMs B pecnyOrke
3apeructpupoBano 10 539 BeicokoTexHOMOTUYHBIX TpecTyrieHui (B 2018 — 4
741, poct B 2,2 pasza). IIpu »TOoM pOCT NpecTyIuieHHH (PUKCUPYETCS Kak I0
MPECTYIUICHUSIM TTPOTHB MH(POpMAIMOHHON Oe3omacHocTy (B 2,2 paza; ¢ 1 156
10 2 492), Tak ¥ MO XMUIIEHUSIM C UCIIOJIb30BaHUEM KOMITbIOTEPHON TEXHUKH (C 8
047 mo 3 585).

[Iporno3upyercsi, uto pa3Butue IT-oTpacnu, wuropHoro OuszHeca W
(¢brHaHCOBO-KpeIUTHOM cepbl, OyAyT CIOCOOCTBOBATH COXPAHEHUIO TEHIAEHIIUU
YBEIIMYEHHS YUCIa JAHHBIX MPECTYTUICHUN.

[Ipy 5TOM yuuThIBasg MOCIEIHUE OOLIEMHUPOBBIE TEHACHIMHU, B TEPBYIO
oyepelb, MNPOTHO3UPYETCS HaJbHEUIEE YBEIWYCHUE KOJIMYECTBA XUIIECHUU
MyTeM HCIOJIb30BaHUS KOMMBIOTEpHOU TexHUKH (ctathsi 212 YK) m dakros
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HECAHKIIMOHUPOBAHHOTO JIOCTYNa K KOMIIBIOTEPHOM HHpOpMaIu (CTaThs
349 VK), coBepuiaeMbIX MOyTeM KOMIIPOMETAIMW JAHHBIX JeprKarenei
OAHKOBCKMX IUIATEXHBIX KapT TMOCPEACTBOM (PUINMHIa C MNPUMEHEHHEM
COLMAJIbHOM WHXCHEPUH M B3JIOMAa YYETHBIX 3alMCEH II0JIb30BATEIICH B
COLMAIIBHBIX CETSAX.

Kak He cTaTh KepPTBOM NPECTYIVICHUN B COUMAIBHBIX CETAX

Ha ceronnsinui 1eHb B MOJOAEKHOM CPEAE Mbl BPsIJ I HAUJIEM TEX, KTO
He Obul Obl 3apeructpupoBaH «BKonrtakre», «DeiicOykey, «MHCTarpamMmy,
KaKUX-IU0O TeMaTH4YeCKUX (hopymMax WM WMHBIX TUIOMIAAKAX ISl BUPTYaJIbHOTO
oOmienus. B mienom 310 HOpMa, Beb YEIOBEK KUBET B OOIIECTBE U CTPEMHTCS
obmateca. OIHaKO HEKOTOpasi HEOMBITHOCTh, HAMBHOCTD U IOBEPUYUBOCTH TTOPOI
MPUBOJIAT K HEFATUBHBIM MOCJIEICTBUSM.

CoumanbHbele ceTH, (GOpyMmbl, OJIOTH — 3TO cCpeda C MPaKTUYECKHU
MTHOBEHHOUM CKOPOCTBIO pacipocTpaHeHuss UHGOPMALUKU U JOBOJIBHO CHIIbHBIM
abppexTom  mamsATH  (COAEPKMMOE  MHOTMX  COLMAJIbHBIX  PECypCOB
WHJIEKCUPYETCS W JOCTYIHO W3 IMOMCKOBUKOB). Kpome Toro, pacrer uHIEKC
JOBEPHS K STUM UCTOYHUKAM UH(POPMAIIHH.

OcHoBHas npobGiemMa COIMaIbHBIX CETe — ATO I0BEpHE K TeM, KTO BHECEH
B CIIUCOK «JIpy3eil». be3nyMHoe mpennoxeHne «apy>K0b» OT HEM3BECTHBIX WU
MaJIOU3BECTHBIX JIIOJIEH MOKET MPUBECTH K JIPAMATUYECKUM IOCJICACTBHUSIM.
O4eBHIHO, YTO YPOBEHB JIOBEPUS K TEM, KTO HAXOAUTCA B CIIUCKE «IPYy3€W», MO
OMPENICIICHUIO Bcerna OyAeT BhIllle, YyeM K ciydailHbeiM JoasMm. C  oaHoi
CTOPOHBI, 3TO XOpOILO, TaK KakK (POPMUPYET JOSUIbHYIO ayAUTOPUIO BOKPYT
YeJI0BEKa,HO C IPYTOll CTOPOHBI, OTKPBIBAET JBEPHU JIJISI 3JI0YMBIIIIIEHHUKOB.

«pyxeckuit» CTHIIb OOIIEHHS, PACTPOCTPAHECHHBIN B COIIUATBHBIX CETSX,
oOManunB.OH MOXKET CO3/IaTh JIOKHOE OIIYIIIEHUE, YTO BOKPYT TOJIBKO APY3bs U
no0posKenaTenu, C KOTOPBIMUA MOKHO JIETUTHCS 0001 nHbOpMaIuei.

O4eHbXOpPOIIOOTCYTCTBUE KYJbTYPBIOOIICHHUS, aTOYHEe,HaTuIue
AHTUKYJIbTYPBIPACKPBIBACT TAKOCSBICHUE,KAK«(TPOJUTHHT Y.

HannTepHeT-ci1eHreTpoJIMHI(OT aHr. trolling —1oBmnst peIObI Ha OJiecHY)
— 3TO HAaMEPEHHO arpecCMBHOE, XaMCKOE, MPOBOKAIIMOHHOE, OCKOPOUTEIbHOE
MOBEJICHUE B WHTEpHET-IUCKyccuu. llenp Tpomist (Tposib — 3TO TOT, KTO
3aHUMAETCsl TPOJUIMHTOM) —BBIBECTU COOECEIHUKA W3 PABHOBECHUS,pa3KUraHue
CKJIOK B JJUCKYCCHSIX, IPOBOLIMPOBAHUE B3aUMHBIX OCKOpOJeHuit u T.4. [Tomumo
ATOTO, BUPTYAJBbHOCTh BbI3BIBAET JAPDEKT «OHIAWH-PACTOPMAKUBAHUS,
Onaromapsi KOTOpOMY JIOU TO3BOJISIIOT ceOe B MHTepHeTe TakoenoBeleHUe
WBBICKA3bIBAHUS, KOTOPbIE HUKOT 1A OBl ce0e He TTO3BOJIMIIM B PealIbHOM MUpE.

OO6uieHne B CETH,TOYHO TAKOE ke OOIIEeHHE, KaK U B OOBIYHOW >KU3HH, C
TOW JIMIIb PAa3HUILIEH, YTO JIE€TH HOPOU MOBEPSAIOT «BUPTYAIBHBIM IPY3bsiM)»
ropaszio Oosble, 4eM peabHbIM.OCOOEHHO 3TO 000CTpSEeTCS B TOT MOMEHT,
KOTJ]a y MOJPOCTKAa BO3HUKAIOT MPOOJIEMBbI B peallbHOM >KU3HU WU B OOIIEHUU
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CO CBEpCTHHKaMU. B ceTn oueHb OBICTPO HAXOIATCS «COMEPEKHUBAIOIINE» U
«coBeryromue». OTCI0/1a U BO3HUKAIOT TaKHE U3BECTHBIC BIKEHUS Kak «CHHUN
Kur» (kormja moapocTka CKJIOHSJIA K COBEPIICHUIO CaMOYOMMHCTBA) WU
«Konymbaitn» (korma peOeHKa IMOJATAJKUBAIA Ha COBEPIICHHE (PU3MUECKUX
pacmipaB HaJ YYUTEIIMU, YIAIIUMHACS WIIA MPOCTO HE3HAKOMBIMHU JIFOJITEMH ).

JIJIsE 3TOTO HCTHOJB3YIOTCS CHEIHANbHO CO3JaHHBIE TPYIIbBI, a TaKKe
0CO0BIE XAIMITETH—«KypaTop». «KypaTop»aaeT MKOJbHUKY HWHCTPYKIIUH: HYTO
HY)XHO JIeJlaTh, YTOOBI TPHUCOCTUHUTHCS K WIpe. YUYACTHUKU OTUX TPy
CMEPTH» AaCCOIMUPYIOT ce0s C KUTaMH — BBICOKOPA3BUTHIMHU >KUBOTHBIMH,
KOTOpble  AKOOBI ~ OCO3HAHHO  COBEpIIAIOT  MAacCOBBbIE  CaMOyOHUMCTBa,
BbIOpachiBasich Ha Oeper. CrmocoOHOCTh Ha CaMOYOMICTBO NPUBS3BIBACTCS K
BHyTpeHHeN cBoOojae. KapTuHa M3AbpIXalOMMX KUTOB HEKpPacuBa, MOITOMY B
COOOIIIECTBAX ATH «CBOOOJHBIC» KHUTHI JIeTaloT. M3 rpynmn cMepTH MOKIOHHUKH
«MOPST KUTOBY» U «TUXHUX JIOMOBY» PETOCTAT (IIEPEChUTAOT APYT APYTY) BHIEO U
rpaduKy C JeTaIMUMH KATaMU O MEIUTATHBHBIC 3BYKH. JleTsAM mpemiararor
MIPOUTH dK3aMEH —TIOBPEINUTh Ce0sl, a TOTOM IIPEIOCTAaBUTh (DOTO M BHUIEO ITOTO
JUTS] BXOKJIEHHUS B TPYMIY.

3a4acTyio 3JOYMBINIUICHHHUKA BEAYT OYEHb [JONTYyI0 M JAPYKECKYIO
MEPENUCKY, HaXOAIT CIa0ble MECTa, BTUPAIOTCS B JIOBEPUE, CTAHOBSITCS JTYUIITUM
JIPYTOM WM TIOAPYTOM, JAENAI0T BUJ, YTO MOHUMAIOT COOCCETHHMKA JTyUIlle BCEX
Ha CBETe, a IOTOM, TMOHEMHOTY HAYMHAIOT CKIOHATH K TEM JHM0O WHBIM
NEUCTBUSIM, MaHUIYJIMPOBATh WM IIaHTAXUPOBaTh. lIpeciemys »Tu 1ienw,
3JIOYMBIIUIEHHUKH TIOPOM HKCHONB3YIOT (oTorpadun «apy3ei» u3 npoduis
MOAPOCTKA, YTOOBI CO37aTh AYOJIHMKAT CTPAHUIIBI ATOTO «JIPYTa» U AKOOBI OT €Tro
UMEHHU YK€ BECTHU TIEPETHUCKY.

O06e30macuThest OT 3TOTO0 MOKHO JIMIIIh Pa3BUBAsi KPUTHYHOE OTHOIIICHHE K
co0eceTHUKaM B CETH U UX CIIOBaM, MPOSBIISA HE MEHBIITYIO OCTOPOKHOCTh, YEM
B 00BIYHOM xM3HU. He criemyeT BBICTaBIATh BCIO CBOIO YKM3HB HAIlOKa3, TOHSICH
32 MHHUMOW W3BECTHOCTBIO, «IalKaMW» M KOMMCHTApHsIMH M KOHEYHO JKE
CllelyeT TIOHMMaTh, 4YTO CJIOBa, HAMHWCAHHBIC B JIMYHBIX COOOIIEHUSX,
OTIpaBJICHHOE ()OTO M HWHBIC CBEACHHUS, MOTYT CTaTh MHCTPYMEHTOM, KOTOPBIH
MO3BOJIUT MAHUITYJIUPOBATH COOECETHUKOM.

Bropas yrposza cBsiZaHa CO B3JIOMOM TOJB30BATEIbCKUX 3aIHCEH
COIMAIIBHBIX pecypcoB. M 3TO MpOMCXOAWT HE MOTOMY, YTO HCIOJIB30BAIUCH
MPOCTHIC TAPOJU (YTO KOHEYHO TOKE OBIBAET) WJIM OHU 3alMCHIBAJIMCH TJE-TO,
rpy00 roBOps «Ha OYMaKKe» M KTO-TO MOT HX «IIOJICMOTPETH.

[Ipobrema HocuT OoJsiee MaciITaOHBIM XapakTep. VICTOYHUKOB YTEUKH
NepCOHAIbHOM WH(OpMalMU O JIOTMHAX W Tapojsix MOJb30BaTesied JaHHON
COLIMAJIBHOM CETH KpailHe MHOTO U B MOJABJISIONIEM OOJBIIMHCTBE CIy4aeB BUHA
JSKUT Ha CaMUX II0Jh30BATENAX, KOTOPHIE OCYIIECTBIISUIA aBTOPHU3ALAIO HA
WHBIX pecypcax WM B MIPUIOKEHUX Yepe3 CBOU YUETHBIE 3alMMCH B COITUATBHBIX
cetsax.Hanpumep, s ckauymBaHWsI MY3BIKH WIH BHACO(DAIIOB, MOMydeHUS
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MHHMOTO BBIUTpHIIIA. YacTh U3 TaHHBIX PECYpCOB ObUIM CO3[aHbl UMEHHO IS
cOopa nmepcoHabHOW HH(MOPMAITIH.

[TocpenctBoM  B3JIOMa  3JOYMBIIUJIEHHHK  MOXET MPOHHKHYTH B
COLIMAJIBHYIO CETh, Pa30CiaTh MO €€ CIUCKY Apy3er (GUIIMHTOBOE(MIH 3aBEIOMO
JIO’KHBIE) COOOILEHNE U MOJYUYUTh JE€HbIU JIMOO MOTUBUPOBATH MOJIydaTeNed K
KaKUM-JIM00 HETaTUBHBIM JecTBUAM. Hanpumep, NporTH 10 yKa3aHHOM CCBLIKE
U 3ayCTUTh BPEJIOHOCHBIN KOJI.

Takum 00pa3om, Mmocie COBEPIICHUS HECAHKIMOHUPOBAHHOIO JOCTyIA K
MEPCOHAJIBHBIM aKKayHTaM, B TEYEHUHU MEPBBIX CYTOK Pa3BUBAIOTCS CIICIYIOIINE
CLECHApUU:

1). 370YMBIIIJIEHHUK PACChUIAET BCEM BUPTYAIbHBIM  «APY3bAM)
MOTEPIIEBIIET0 MPOCKOY MOJ Pa3IUYHBIMHU TPEAJIOraMu COOOIIUTh PEKBU3UTHI
OaHKOBCKOM TUIATEXHOM KapThl. ITO MOXKET OBbITh €€ (POTO WM MPOCTO HOMED,
CPOK JICHCTBHUS M HHBIE PEKBU3UTHLIIpHM 3TOM XOTh B OOJIBIIMHCTBE CBOEM
IIKOJbHUKA OAaHKOBCKMX KapT HE HUMEIOT, HO Kejas MOMOYb «APYTry», OYEHb
4aCcTO MCIIOJB3YIOT KapTbl CBOUX pOJICTBEHHUKOB U Jpy3er. llopon
MPECTYIHUKN TPOCAT MPOCTO HOMEP MOOMIBHOTO TenedoHa OO MBITAIOTCS
MOXWUTUTH CO CYETA JICHBIU WJIM HA0OOPOT UCTIOIB3YIOT €r0 Kak MPOMEKYTOUHOE
3BE€HO, HAMpABJISAS HA ATOT CUET YYXKHUE ACHbIM, MEPEBOAS MX 3aT€M Jajblle,
9TOOBI 3amyTaTh CBOWM crleAbl. [IpakThuecku BO BCEX CiIy4asx XHUIIEHUS
JEHEXKHBIX CPEJICTB CO CYETOB MOOUIIbHBIX TeIe(OHOB MOTEPIEBIINE COOOIIAIN
MPECTYIHUKY TEPCOHAIBHBIE KOJbl, MPUXOJAIIMNE B BHUAEC CMC-COOOIICHUIHA
TenedoH.

AHamm3 mokasbiBaeT, 4yTo He Oomee 20% mromel, MOJYYMBIINX TaKHE
COOOIIICHUS, CBS3BIBAIOTCA C BJIAACIBIIEM CTPAHUIIBI, YTO B JTOW CHUTyalluu
KpaitHe BakHO. YUTOOBI 00€30macuTh ce0s OT ATOTO BHJAA MPECTYIUICHUH, HE
CTOUT COOOIIAaTh HUKOMY PEKBH3UTHI JOCTYMHOMOAHKOBCKON TIATEKHOU KapThl
WM HOMEp MoOujbHOro TtenepoHa U colepKaHUE CMC-COOOILECHUI,
MOCTYHAIMIMX JJIsi TOATBEPKISHUSI COBEpPIICHUs ornepauuu. ExenHeBHO Ha
TEPPUTOPHUH HaIllIel CTpaHbl PUKCUPYETCS HECKOJIBKO MOIO0HBIX CIIy4YaeB.

2). 3JIOyMBINIUICHHUK HM3y4aeT COJIepKAaHUE TMEPENUCOK IMOTEPIEBIIEro U
UCIIOJB3YET UX COJIEp’)KaHME B KAayeCTBE HMHCTPYMEHTA JJisi BBIMOTATEbCTBA
JEHEeXKHBIX cpeacTB. Takum o00pa3oM, HWHCTPYMEHTOM BBIMOTATENIbCTBA
CTAaHOBSITCSA JIMYHBIE JUAJIOTH HAa OTKPOBEHHBIE TeMbl, (doTorpadun,
coJiepKaIIrecs: Ha CTpaHUIE M WHBIC JIMUHbIEe AaHHbIe. OOBIYHO Mepes TEM Kak
CBSI3aTbCSl C TOTEPIEBIINUM, MPECTYIMHUK JIeJIaeT CKPUHIIOT CIIHMCKa BCEX €ro
npy3eil u onuskux. M306exaTs mogoOHOr0 BO3MOXHO JIMIIb MYTEM PETYJISIpHOU
YUCTKA CBOMX JIMAJOTOB M yJajJeHuss H3 CeTh Bcell uHdopMmanuu,
KOMIIPOMETUPYIOLIETO XapaKTepa.

3). 310yMBIIIJIEHHUK HAYUHAET PACcChUIATh PA3IUYHOIO POja MOPOYAIyIO
MH(pOpMaIMIO OT UMEHU BIIAJIENbIIa CTPAHUIIBI MHBIM MTOJIb30BATENSIM.
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B cnydae oOHapyXeHHS «B3JOMa» aKKayHTa, MPEXIE BCEro cleayer
MOTIBITATHCS. BOCCTAHOBHUTH JIOCTYI HauOoJiee MPHUBBIYHBIM CIIOCOOOM, ITyTeM
OTHPaBKU COOOIICHUSI HAa «IIPHUBS3aHHBIN» HOMEP MOOMIBLHOTO TeiaedoHa WM
JIEKTPOHHYIO TIOUTY, KPOME ITOTO, CJIEIyEeT OMOBECTUTh JIPY3€H M 3HAKOMBIX 00
WHIIAICHTE, UCIIOJIb3Ys HHBIC COIMAIbHBIC CETH U MECCEHKEPHI. Takke, 4TOOBI
B KaKOH-TO Mepe 00e30macuTh ceOs OT B3JIOMA, CHEIUAIMCTBI PEKOMEHIYIOT
«TPUBSI3aTh» CTPAHUILY COIMATIBLHOM CETH HMMEHHO K HOMEpPY MOOMIBLHOTO
tenedoHa, a HE K ajpecy AIeKTpoHHOW mnouthl.IloMuMO 3TOTO, B HacTpoirkax
cTpaHullbl B pasnene «be3zomacHocTs» monkimounth yeiyry «lloarBepxacHwe
Bxonay». [Ipu aTOM BX0a Ha Bamry cTpaHuily ¢ HEM3BECTHOTO KOMITBIOTEpA WIIH
MOOMIBLHOTO TeleoHa OyAeT HE BO3MOXKEH 0€3 3HaHWs Koja, KOTOPBIN
aBTOMATUYECKU OyAET BBICIIAaH HAa YKa3aHHBIA MPU PETUCTPALUU CTPAHUIIBI
HOMED.

Kak He cTaTh KEPpTBOM NPECTYILICHUMIIPOTHUB
HHpOPMALIMOHHOH 0€30IIACHOCTH

OCHOBHBIM HCTOYHHUKOM OMNACHOCTH [IJI1 I10JIb30BATEICHKOMITBIOTEPOB
OBTM W OCTAIOTCS BPEIOHOCHBICIIPOTPAMMBI, KOTOPHIC C Pa3BUTHEMCETEBBIX
TEXHOJIOTUH MOJYYUIN HOBYIO CPEIY LISl CBOETO PACIIPOCTPAHEHHS.

BpenonocHbie MporpaMMbl MOXKHO pa3AeaIuTbHA TPU IPYIIIbL:

- KOMITBIOTEPHBIE BUPYCHI;

- CETEBBIEC YEPBU;

- TPOSIHCKHE MPOTPAMMBI.

KovmnbroTepHblii BUPyc— 3TO 0OBIUHAsI MporpamMma, KoTopas o0iagaeT
CIIOCOOHOCTBIO CaMOCTOSITENIBHO TIPUKPEIUIATECS K JIPYTHM  PadOTaromnuM
nmporpaMmaM, TakKuM oOpa3oMm, mopaxkas ux padory. Bupycel camMocTOSTENBHO
pacIpOCTPaHAIOT CBOM KOIIMM, 3TO 3HAYUTEIBHO OTIUYAET MX OT TPOSHCKUX
nporpamMMm. Takke OTIWYWE BHpyca OT YEPBS B TOM, YTO Il PabOTHI BHPYCY
HY»Ha NporpamMmma, K KOTOpOil OH MOKET MPUITUCATH CBOM KO/I.

CxkpunT-BHPYChI M 4YepPBH JOCTaTOYHO IMPOCTHl [Ji1 HANWCAHUS U
pactpoCTpaHAOTCSI B OCHOBHOM  MOCPEACTBOM  JJIEKTPOHHOW  TMOYTHI.
CKpUIITOBBIC BUPYCHl HCIOJB3YIOT CKPHUIITOBBIC S3BIKU JJII Pa0OThI, YTOOBI
100aBIATh ce0s K HOBBIM CO3JIJaHHBIM CKPHITaM HJIM PACIPOCTPAHATHCS depe3
dbyHKMH onepanoHHon cetu. Hepenko 3apakenue mpoucxoauT 1mo E-mail wn
B pe3ynbTaTe oOMeHa (aiaaMu MEXIy MoJb30BaTelsaMu. UepBb — mporpamma,
KOTOpasi HE TOJBKO Pa3MHOXKAETCSI CAMOCTOSITENIBHO, HO TP 3TOM HH(PUIIUPYET
Ipyrue nporpaMMbl. YepBu NpU pa3sMHOKEHUU HE MOTYT CTaTh YacCThbIO JPYTUX
MPOTPaMM, YTO OTIIMYAET UX OT OOBIYHBIX BUIOB KOMITLIOTEPHBIX BUPYCOB;

TposiHcKHe MPOrpaMMbI— 3TO MPOTPAMMBI, KOTOPBIE TOJIKHBI BBITIOJIHATh
ONpE/ICJICHHbIC TMOJe3Hble (DPYHKIHMHM, HO TOCJIE 3amycka TaKUX MPOorpaMm
BBITIOJIHSIOTCS JICHMCTBUS APYroro xapakrtepa (paspyluTelbHbie). TposHbl HE
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MOTYT pPa3MHOXAaTbCSl CaMOCTOATEIBHO M 3TO OCHOBHOE WX OTIWYUE OT
KOMIIBIOTEPHBIX BUPYCOB.

Kpowme 3Toro, B Hacrosiiee BpeMs MOJIYYUIN HIMPOKOE PACIIPOCTPAHEHHE
Y MHBIE MTPOTPAMMHBIE TPOAYKThI, HOCSIIUE BPEJOHOCHBIN XapaKTep.

Bot-cers.

Bot-cetb 3TO0 mnoONHOUEHHas ceTh B UHTepHET, KOTOpas MOJJIEKHUT
aIMUHUCTPUPOBAHHUIO  3JIOYMBIIIJICHHUKOM M COCTOSIAg M3  MHOTHMX
UH(UIIMPOBAHHBIX KOMIIBIOTEPOB, KOTOPBIE B3aUMOJEHUCTBYIOT MEXIY COOOMN.
KoHTponp Haj Takol CEThIO JOCTUTAETCA C HMCIOJIb30BAHHEM BHUPYCOB WU
TPOSIHOB, KOTOpbIE TPOHUKAIOT B cuctemy. llpu pabote, BpelOHOCHBIC
nporpaMMbl HHKaK ce0s He TMPOSIBISIOT, OXHJasg KOMaHABl CO CTOPOHBI
3JI0yMBIIUIEHHUKA. YTO MHTEPECHO, MOJIb30BATENH 3aPAXKEHHBIX KOMIIBIOTEPOB
MOTYT COBEPIIIEHHO HE JI0TaJIbIBATHCSI O TPOUCXOISIIEM B CETH.

PexkiiaMHbIe IPOrPpaMMBI.

ITon pexnaMHBIMM U WH(POPMAIMOHHBIMU MPOTPAMMaMM TMOHUMAIOTCS
Takue MpOorpaMMbl, KOTOpPbIC, TOMUMO CBOEH OCHOBHON (PYHKIIMH, TaKkKe
JEMOHCTPHUPYIOT peKJIaMHbIe OaHHEPHI U BCEBO3MOXKHBIE BCILIBIBAIOIINE OKHA C
peksnamoit. Takue cooOIIeHns ¢ peKiIaMoil Opol OBIBAET JOCTATOYHO HEJIETKO
CKPBITh WJIM OTKJIFOYUTH. PeKiiaMHbIe MPOrpaMMbl OCHOBBIBAIOTCS TIPH paboTe Ha
MOBEJICHUE TTOJIH30BATEIICH KOMITBIOTEPA U SIBJSIOTCS TOCTATOYHO MPOOIEMHBIMU
0 COOOpaKEHUSIM O€30MaCHOCTH CUCTEMBI.

baknopsl (Backdoor).

YTUIUTBI CKPBITOTO aJIMUHUCTPUPOBAHUS TO3BOJISIOT, 00XOJI CHUCTEMBI
3alUThI, MOCTABUTh KOMIBIOTEP YCTAHOBHUBIIETO IOJb30BATENs TMOJ CBOM
KoHTpoJib. [IporpamMma, KoTOpas paboTaeT B HEBHANMOM PEKUME, AT XaKepy
HEOTPAHWYEHHbIE TIpaBa [Jisi ympaBieHus cucteMor. C TOMOIIBI0 TaKUX
backdoor-nporpaMM MOKHO MOJIyYHUTh JOCTYI K TEPCOHATBHBIM W JINYHBIM
JAHHBIM MOJIb30BATEIA.

DapMUHT.

dapMUHT - 3TO CKpbITasg MaHunysus host-daitiom O6paysepa s TOro,
4yTOOBI HAMpaBUTh MOJb30BaTeNs Ha (anblIMBBIA cailT. B pesynbTaTe 3TOTO
3apak€HHas cucTeMa Oy/eT 3arpykaTh TOJbKO (DaNbIIUBBIE CANTHI, JaKE B TOM
ciydae, ecii Bbl mpaBuiIbHO BBeZIETE apec B CTpOKe Opaysepa.

DOUIIMHT.

OUIIMHT  JOCIOBHO  IEPEBOAUTCS  KaK  "BbIy)KHBaHHWe"'  JIMYHOMN
uHpopmaluyu  MOJB30BaTEIsl TPU  HAXOXKIEHUM B  CETH  HUHTEPHET.
3IO0YMBIIUIEHHUK MNPU CBOMX JEWCTBUAX OTHPABIIAECT MOTECHIMAIBHOM >KEPTBE
AJIEKTPOHHOE MHUCHhMO, TJE YyKa3aHO, YTO HEOOXOAMMO JIs MOJTBEPKICHUS
BbIC/IATh JUYHYI0 HHpopmanuio. C HCHOJb30BaHUEM TaKUX MOXHUIIEHHBIX
JAHHBIX XaKEp BIOJHE MOXET BBIIATh C€Os 3a APYroe JULO U OCYIIECTBUTH
JT00BIE IEUCTBUS OT €r0 UMEHHU.
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[Tonp3oBaTenu cetn MHTEpHET MOTrYT CTaTh *EPTBAMU W NPECTYIHBIX
MOCATATEIbCTB, COBEPIIAEMBIX 10 KOPBICTHBIM MOTHBAM, IIPU 3TOM BO3pacT
MOTEPIEBIINX OT MOI0OHBIX AEHCTBUM JaneKo He Bceraa crapiue 18 jer.

UYtoOBI HE CTATh KEPTBOM MOJOOHBIX MPECTYIUICHUHHUKOMY U HUKOT/Ia HE
CTOMUT COOO0IIaTh MOAPOOHYIO0 MH(POpMaLKUIO 0 OAHKOBCKOM KapTe, B TOM YHCIIE
NUH-KOJ U TOJIyYeHHbIE OT OaHKa OJHOpa30Bble naposid. Eciu uHpopmanus o
KApTOYKE XPAaHUTCS B CMApTPOHE WIM IUJIAHUIETE, HE CIEIYET HEPEXOAUTH IO
CChUIKAaM, IMOCTYNUBIIMM C HEU3BECTHBIX HOMEPOB, a TaKK€ YCTAHABJIUBATH
MPUJI0KEHUS U3 HEU3BECTHBIX NCTOYHHUKOB.

Kpowme 3T0ro, cieayer noMHUTB, UTO €CIIA PEKBU3UTHI KaPThl COXPAHEHBI B
cMapToHe WM KaKOM-JIMOO akKayHTe, TO B CiIy4ae YCTAHOBKM ILIATHOTO
IPWIOXKEHUS C U3HAYATIbHO OECIIaTHBIM MPOOHBIM MEPUOJOM, ITOCIIE UCTEUEHUS
YKa3aHHOTO TMepuoja, IUIaTHas MOJNUCKA TMPOMJIUTCS aBTOMATUYECKH U
JICHEKHBIE CPEJICTBA CIUILIYTCS CO CUETA.

3annMaTeabHbIE 321aHNS 10 HHPOPMALIMOHHOM
0€30IACHOCTH/LIISL AeTel

CuryaTuBHBIE 32/1a4H.

[IpemyioxuTe MOIPOCTKAM OTBETUTH Ha BOIMPOCHI, KaK Obl OHU MOCTYIIUJIIH,
ecnu Obl OKa3aMCh B OJHOM M3 cleayrommx cutyarui. [Ipoanamusupyiite
MOJTyYEHHBIE OTBETHI BMecTe. B ciydasx, korja peOeHOK 3aTpyIHSIETCS OTBETUTh
WM TIPEJIOKECHHBIM MM BapUaHT MOXKET MPUBECTH K OTPUIIATEIbHBIM
MOCTEICTBUSIM, OKQXWUT€ €My TOMOIIb M IIOCOBETYWTE, KaK MOCTYIIUTh
MPaBUJILHO.

Cutyarus 1. Tel oOmaemnbcsi B COIMATBHOM CETH CO CBOMMH JIPY3bSIMH.
HeoxxumanHo OT HE3HaKOMOTO Tebe uenoBeka nmpuxoaut coodmenue: «IIpuser,
y Te0s oTimunbie poto! Tonbko y MeHs Bce paBHO kpyde! XKmu ckopee croma!l».
[Ipennaraercs meperTH Mo cchiike A mpocMmotpa ¢ororpaduii. Kak cnemgyer
MOCTYIUTh B TaHHOW CUTYyallun?

Curyanusa 2. Tel Haxoguumibcs B ceTd MHTepHeT, M3ydaellb CaWThl ¢
uHdopMalen o JajaeKkux IulaHeTax. Bpyr HaTalKuMBaellbCcsl HA CAUT, KOTOPHIN
MpEeIaraeT COCTABUTh TBOM JIMYHBIM TOPOCKOM. ThI MEpEXOAUIIb MO CCHUIKE,
OTBEYAClllb HAa BCE NPEMJIOKEHHbIE Bompockl. B koHue omnpoca Tebe
npenjaraeTcss BBECTH HOMep MoOuibHOro teiedona. Kakumu Oynyt TBOM
nevicrBus? [louemy?

Curyanusa 3. Tebe mo3BOHUI ApYr U cooOuui, yTo yBuaen B UHtepHer
COOOIIIEHHE O CPOYHOM cOope cCpeAcTB st OoJibHOTO pebeHka. JleHwbru
IpeiaraeTcsl MepeBecT Ha CYET yKa3aHHOTO MOOWIBHOrO TejaedoHa WM Ha
AJIEKTPOHHBINA KolieneK. TBOM Ipyr HacranBaeT Ha momoiu pedeHky. Kakumu
OynyT TBoM neictBus? [louemy?
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Curyanus 4. Bo Bpemsi oOleHHs B COIMAIbHOM CceTH TeOe MPUXOAUT
coobmienue: «lIpuBer! Mbl ¢ TOOOH Kak-TO BUJEIUCH Y HAIIMX OOITUX ApPY3€il.
Pemmmn tebst maiitm B cersix. KiaccHas y tebs crpanmuka! Moxker moiaem
BeuepoM TyJaTh?» Kak Tel mocTynuiib B 3Toi cutyauuun? [louemy?

Urpa «Ceetodhop»

[Ipennoxure npersim urpy «Csetodop». OOBACHUTE, UYTO U B CETH
NHTEepHET OKHBI MPUMEHAThCS [IpaBuiia «IBMKEHUS», BBITIOJIHEHUE KOTOPBIX
MO3BOJIUT M30€XaTh CEPbE3HOM OMACHOCTH Jis >KM3HM W 370poBbsi. Pazmaiite
KOKIOMY YYaCTHUKY KapTOYKHA 3€JI€HOr0, KpPaCHOTO W JKEJITOr0 IIBETOB.
[TosicHuTe, YTO KpacHBIM UBET O3HAYAET OTPHUILATEIIBHBIM OTBET, 3€JIEHBIA —
MOJIOKUTENBHBIN, JKEJIThIA — CIPOIILY COBETA B3POCIbIX. 3aaBalTe yYaCTHUKAM
BOIIPOCHl WJIM TpEJJaraiTe OIEHUTh YTBEPKICHHS, HCIOJIb3Yysd KapTOUKH.
YuacTHUK, HaOpaBIIMM MaKCUMaJbHOE KOJIMYECTBO MPABUIIBLHBIX OTBETOB
CTAHOBUTCSI MHCIIEKTOPOM HH(POpMAIMOHHONW 0€30macHoCTH (BEAylIUM) U
MPOJOJIKAET 3a/laBaTh CBOM BOMPOCHI OCTaJIbHBIM. Wrpy MOXKHO MNpPOBOJUTH
CpeIu OTACIbHBIX peOsST, KOMaHJA, TPYyII, KJIACCOB, a TaKXE BMECTE C
poautensamu. Vcmonb3oBaHWE TakKMX 3aHUMATENBHBIX (OPM  MO3BOJIUT
OTIPEICTINTh CTENEHb YCBOCHUSI MpaBui paboThel B UHTEepHETE, HO U MIPEAOCTaBUB
JETAM BO3MOXHOCTh CTaTh BEAYIIMMHU — YBUJETh YPOBEHb OCBEAOMIIEHHOCTH
JIeTell B BO3MOXKHBIX PHUCKaX W yrpo3ax OECKOHTPOJIBHOTO HCIOJb30BaHUS
MH(POPMAITMOHHBIX PECYPCOB.

IIpensaraem BapuaHThHI BONIPOCOB:

1.  Moryr 11 BpEIOHOCHBIC MPOTPAMMBI YKPACTh Bally MEPEHUCKY C
apy3bsimu? (Ja)

2. MOKHO i CKauuBaTh UTPHI ¢ Hen3BeCTHRIX caiToB? (Her)

3. MOXHO 1 OTKPBIBaTh MHMCHhMa OT HEM3BECTHOTO BaM YeJIOBEKa, €CIIU
OH TIpemjiaracT TMEepPerTH MO OMNpPEACNICHHONW CCBIJIKE, YTOOBI TOCMOTPETH
dororpadun, kaptunku? (Her)

4,  HyXHO 1M COBETOBATHCS C POAUTEISIMH, €CIIM HE3HAKOMBIN YeJIOBEK
npejyiaraeT COBEPIIUTh KaKHe-TU0O0 NeUCTBUS (CKayaTh WIPy, MOCMOTPETh
Buacoposnk)? ([a)

5. Bce nu caiitel B uHTepHETE Oe30macHb1? (Her)

6. MoxHo 1 HCHoONB30BaTh ceTh MHTEepHET 0€30 BCSIKWUX OMAceHHil?
(HeT)

/.  Moxer 11 O0IEHHEe B COLUMAIBHBIX CETSIX MPUHECTH BaM KaKoOWi-
HuOy 6 Bpen? ([a)

IamMsATKA ISl YYAIIHXCH.

HUKOI' JIA:

He ocTaBisai B MHTepHETE CBOMl HOMEp TenedoHa, TOMAIIHUN apec WIN
HOMEP IIKOJIBI;

HE OTHpaBIsii HUKOMY CBOIO (oTorpaduio, HE MOCOBETOBABIIUCH C
POAUTENSIMH;
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HE JIOrOBApUBACsA O BCTPEUE C HUHTEPHET-3HAKOMBIMU 0€3 COIPOBOXKICHUS
B3pOCIJIBIX,0HU HE BCETJa SBJISAIOTCSA TEMH, 3a KOTO ce0sl BHIIAIOT;

HE OTKpbIBall MPHUKPEIUIEHHbIE K JJEKTPOHHOMY MHUCHbMY (Haibl,
IpHUCIaHHBIE OT HE3HAKOMOro yesoBeka. dailnbl MOTYyT cofepKaTh BUPYChI WIH
Opyrue NporpamMmbl, KOTOpPbIE MOTYT NOBPEAUTh BCIO HH(DOpPMALUIO WIH
porpaMMHoOe 00€ecreueHrne KOMIbIOTEPa,;

HE OTBEYall Ha HeJ0OpOKeNaTeabHble COOOUIEHUSI WM Ha COOOIIEHUS C
PeAIOKEHUSIMHU, BCETJa PACCKA3bIBAl POIUTENSIM, €CIIN MOITYYUI TAKOBBIE.

BCEIL'JIA:

OyJb BHUMATEIbHBIM, MTOCeIas yaThl. Jlake ecu B 4aTe HalKucaHo, YTO OH
TOJIBKO I JI€TE€W, HEJb3s1 TOYHO CKa3aTh, YTO BCE MOCETUTENH JIEUCTBUTEIHHO
ABJIAIOTCS TBOMMH pOBECHHMKaMu. B 4yatax MOryT CHIETh B3pOCIIBIE,
nbITarouecs Te0s 0OMaHyTh;

CIIpAllIBal Yy POAUTEIIEN pa3pelIeHUs IOCUETh B YaTe,

MOKHUJIad 4YaT, €CIM 4Ybe-TO COOOIIEHHE BBI3OBET y Te0sS UYyBCTBO
OecnokoiicTBa wiK BosiHeHHEe. He 3a0y1b 00CYIUTh 3TO C pOAUTENSIMHU;

nep>ku nH(popMaruio o maposie npu cebe, HIKOMY €ro He TOBOPH;

€CIM  yCHBIIMIIb WJIA yBUAUIIb, 4YTO TBOU JApPY3bs 3aX0IAT B
“He0e30macHbIC 30HBI’, HAIOMHU UM O BO3MOJKHBIX OIMACHOCTSX M IOCOBETYH,
KaK UM MPaBUIIbHO MOCTYIUTB;

OyIb BHUMAaTEJIeH NpH 3arpy3ke OecriaTHbIX (ailioB M uUrp Ha
KOMITIbIOTEP, TE€OSI MOTYT OOMaHyTh: Ha)KaB Ha CCHUIKY, Thl MOKEIlb MONACTh B
“He0e30macHy0 30HY  WJIM 3arpy3uThb Ha CBOM KOMIIBIOTEp BHUPYC WIHU
porpammy — IIIHOH;

€CIM TIOJIYYHJIM OCKOPOJISIOIIME COOOIIECHMs, PACCKaKUTe 00 ITOM
POAMTEIISAM;

MOMHH, YTO €CIIU KTO-TO CJeNaeT Tede MpeiokKeHNe, CIUIIKOM XOpoIIee,
4TOOBI OBITH TIPABJIOH, TO 3TO, CKOPEE BCEro, 0OMaH,;

JEPKUCHh TMOJANbIIE OT CAUTOB «TOJIBKO IJIsi TeX, KOMY YXkKe€ €CThb 18».
Takve npenynpexieHuss Ha calTax CO3[aHbl CHEUUabHO [JIi TBOEU Ke
3amuThl. CalThl AJ1 B3POCIBIX TAKXKE MOTYT YBEJIMYUTh TBOU cyeT 3a HTepHeT.

PebsATa oueHp XO4YeTCsl BEPUTH, YTO MOCIE HALlIEH Oecenbl Bl IPUMETE BCE
BO3MOXKHOE, 4TOOBI 0€30macHO Mojib30BaTh MHTEpHETOM M HE CTaTh >KEPTBOU
PECTYITHUKOB, COBEPUIAIOIINX MPECTYIJICHUS B Chepe BHICOKUX TEXHOJIOTUH.

Cnacu60 3a TO, YTO BHUMATEJIBHO CIIYIIAJIH.
YPIICBT MB/I Pecnyosinku benapych
I'YOIIIlI MOb MB/ Pecny0siuku benapych



